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Following the acquisition of Twitter by Elon Musk for $44billion, the company 
has undergone a system of radical changes including losing over half of its 
staff, the eradication of teams responsible for human rights and accessibility 
compliance, and the detection and prevention of hostile information 
operations, and shifted the huge burden of international regulatory 
compliance to engineers without intimate knowledge of such subjects. In the 
shadow of such circumstances, this article asks, where there exists a rogue 
actor unconstrained by economic, reputational, or industry impacts, what, if 
anything can be done to prevent clearly identifiable risks of harm, and what 
can we truly expect of whistleblowers? 
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Following the takeover of social media company Twitter by billionaire Elon Musk, it 

would not be unfair to say the company has been thrown into disarray. The litany of 

questionable decisions made by Musk since acquiring a $44billion controlling stake in 

the company on 28th October is long and includes, but is not limited to, firing the 

company's top executives and those with vast amounts of experience of the practical 

running of the company (not to mention the relationships, soft authority, and goodwill 

built up over time with regulators, oversight bodies, stakeholders, and advertisers which 

will potentially walk through the door with them), laying off approximately half of the 

existing 7,500 staff via e-mail, and the almost complete lack of understanding that the 

company has a globalized workforce with a number of employees outside of the US 

with the associated regulatory misalignment in employment standards. For example, 

within the UK if a company is seeking to make 100 or more redundancies then 

employees are entitled to a period of collective consultation for 45 days prior to any 

decision being made. There are reports that British Twitter staff have had their access 

to the companies' systems removed and been placed on gardening leave, with a 

subsequent notice for staff to select a representative to engage in consultation. By pre-

selecting those employees and placing them on gardening leave prior to any 

consultation period, it provides an argument that those individuals earmarked for 

redundancy have already been selected and any subsequent consultation is effectively 

meaningless window dressing. In addition, when attempting to force resignations if 

remaining staff do not agree to significant changes to employment terms without 

consultation, Musk has failed to take into account the lack of enforceability of such 

provisions outside of the US. Of those remaining staff within the US, an additional 1,200 

decided to leave the troubled company.   

Musk radically altered the use of the recognized 'blue tick' as a means of verification 

that accounts are authentic and instead allowed any account to purchase a verification 

symbol, resulting in verified (but fraudulent and inauthentic) accounts impersonating, 

amongst others, previous US President George W. Bush who declared 'I miss killing 

Iraqis' to which a verified but imposter Tony Blair responded, 'Same tbh', a verified but 

fake Nintendo account posting sexual innuendos and Mario making inappropriate 

hand gestures, and the impersonation of a number of corporate accounts such as 

insulin producer Eli Lilly who informed customers that 'we are excited to announce 

insulin is free now' before having to publicly disavow the account and inform people 

they would still be charged for the essential life-saving drug. This resulted in a 4.37% 

drop in Eli Lilly’s stock value. 

Outside of the internal machinations of the company, Musk’s ‘move fast and break 

things’ approach typical of Silicon Valley has resulted in users mass migrating to other 

platforms such as Mastodon, an exodus of celebrities and high-profile users, and “a 

massive drop in revenue” from advertisers.  

https://www.theguardian.com/technology/2022/oct/31/twitter-layoffs-elon-musk-takeover
https://www.theguardian.com/technology/2022/oct/31/twitter-layoffs-elon-musk-takeover
https://economictimes.indiatimes.com/magazines/panache/mass-firings-at-twitter-better-com-show-us-the-dark-side-of-digital-layoffs/articleshow/95400833.cms
https://economictimes.indiatimes.com/magazines/panache/mass-firings-at-twitter-better-com-show-us-the-dark-side-of-digital-layoffs/articleshow/95400833.cms
https://twitter.com/ChrisYounie/status/1588378781714370560?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1588378781714370560%7Ctwgr%5E38a003c3744d1f76385d2eb94edc9efa3c6ac2ea%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fmetro.co.uk%2F2022%2F11%2F04%2Ftwitter-layoffs-begin-as-staff-prepare-to-be-fired-over-email-17699044%2F
https://twitter.com/ChrisYounie/status/1588378781714370560?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1588378781714370560%7Ctwgr%5E38a003c3744d1f76385d2eb94edc9efa3c6ac2ea%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fmetro.co.uk%2F2022%2F11%2F04%2Ftwitter-layoffs-begin-as-staff-prepare-to-be-fired-over-email-17699044%2F
https://www.bbc.co.uk/news/technology-63527336
https://www.bbc.co.uk/news/business-63648505
https://www.nytimes.com/2022/11/18/technology/elon-musk-twitter-workers-quit.html
https://www.thenational.scot/news/23114671.twitter-chaos-blue-tick-tony-blair-george-bush-iraq-posts/
https://www.thenational.scot/news/23114671.twitter-chaos-blue-tick-tony-blair-george-bush-iraq-posts/
https://www.forbes.com/sites/paultassi/2022/11/10/middle-finger-mario-becomes-mascot-of-elon-musks-twitter-blue-verification-free-for-all/?sh=650764f25a63
https://www.forbes.com/sites/marisadellatto/2022/11/10/eli-lilly-clarifies-its-not-offering-free-insulin-after-tweet-from-fake-verified-account-as-chaos-unfolds-on-twitter/?sh=50a1f33151a3
https://www.forbes.com/sites/brucelee/2022/11/12/fake-eli-lilly-twitter-account-claims-insulin-is-free-stock-falls-43/?sh=3f918b4341a3
https://www.forbes.com/sites/brucelee/2022/11/12/fake-eli-lilly-twitter-account-claims-insulin-is-free-stock-falls-43/?sh=3f918b4341a3
https://www.wsj.com/articles/elon-musk-says-twitter-has-had-massive-revenue-drop-11667573127?mod=article_inline
https://www.wsj.com/articles/elon-musk-says-twitter-has-had-massive-revenue-drop-11667573127?mod=article_inline
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Prior to the anointing of Musk as God-King of the site, Twitter had not been without 

controversy and issues, by example, in May 2022 the FTC fined Twitter $150million for 

repeatedly breaching privacy commitments and misleading users as to how their data 

would be used. This followed previous fines such as €450,000 by Irish authorities for 

similar breaches. It has come under fire for a failure to regulate misinformation and 

disinformation related to a range of subjects from the COVID-19 pandemic, to 

vaccinations (Rosenberg, Syed, Rezaie 2020), and been the platform of choice to 

undermine the veracity and legitimacy of democratic elections (Chen, Deb, Ferrara 

2022), resulting in the eventual removal from the platform of former US President 

Donald Trump for his part in the January 6th insurrection. It is worth noting that Musk 

has now reinstated Trump's account, in addition to other users banned for breaching 

terms of service. It has been used to spread hate speech, amplify conspiracy theories, 

foster political extremism, and spread discord (Jackson, Gorman, Nakatsuka 2021).  

And it is from here that my concerns are borne.  The biggest challenges currently facing 

users of the platform are not simply the reduced numbers of coding-based staff, the 

changes to the 'verification' policy, or the disregard for the advertising business model 

which poses an existential threat to the continued existence of the platform, but rather, 

that all of these issues are resultant of the laissez-faire approach taken by Musk to 

regulatory compliance and the importance placed upon wider duties to both individual 

and societal protections from harm.  

The actions of Musk thus far are significantly concerning from the perspective of a 

bonfire of systems designed to provide regulatory alignment, protect the interests of the 

vulnerable, prevent exploitation, and a complete and utter disregard for the interests of 

those individuals and markets who are not necessarily making a profit for the site. 

Amongst those first fired by Musk included the entirety of the Human Rights team, 

whereby exposing systemic vulnerabilities within the company's failure to conform to the 

UN Guiding Principles on Business and Human Rights which requires them to not only 

avoid infringing on human rights but to take active steps to address the impacts that 

stem from their operations – including the use of disinformation in the invasion by Russia 

of Ukraine predicated on baseless claims of Kyiv being overrun by Nazis. It is unclear 

how the platform now intends to abide by its commitment to conduct human rights due 

diligence that includes identifying, preventing, ceasing, mitigating, remediating, and 

accounting for potential and/or actual adverse impacts on human rights. Human rights 

due diligence is not a one-time activity, but an ongoing process, which should enable 

companies to periodically evaluate new risks as they emerge (Ruggie 2020). 

In addition, one of Musk's first acts was to fire the Accessibility Experience Team whose 

job it was to promote and ensure that features were able to be used by those with 

various disabilities, and to expand the platform to those with accessibility needs whereby 

reducing barriers between those with additional needs and other sectors of society. 

https://www.ftc.gov/business-guidance/blog/2022/05/twitter-pay-150-million-penalty-allegedly-breaking-its-privacy-promises-again
https://www.politico.eu/article/irish-data-regulator-fines-twitter-e450000/
https://twitter.com/ShannonRSingh/status/1588591603622772736
https://www.ohchr.org/sites/default/files/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf
https://twitter.com/gerardkcohen/status/1588584479072714752?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1588584479072714752%7Ctwgr%5E0efd1dc5c7d2503feae19d75839752e0e3bd9303%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Ftechcrunch.com%2F2022%2F11%2F04%2Felon-musk-twitter-layoffs%2F
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Responsibilities to ensure reasonable provisions are made for users to access digital 

services are not simply a moral or even commercial imperative, but within the United 

Kingdom there arguably exists a legal duty under s.20(6) of the Equality Act 2010 (EQA) 

which requires information service providers to take septs to ensure the service exists in 

an accessible format. Clarifying, the Equality and Human Rights Commission published 

a Statutory Code of Practice for “Services, public functions, and associations” under the 

EQA. The Code explicitly states, “Websites provide access to services and goods, and 

may in themselves constitute a service, for example, where they are delivering 

information or entertainment to the public. The duty to make reasonable adjustments 

requires service providers to take positive steps to ensure that disabled people can access 

services. This goes beyond simply avoiding discrimination. It requires service providers 

to anticipate the needs of potential disabled customers for reasonable adjustments.” 

Of further significant concern, Musk disbanded much of the team responsible for 

Machine learning ethics, transparency, and accountability (META) who were responsible 

for the exploratory work in ethical AI and algorithmic transparency. The team was 

formed with the explicit task of auditing algorithms to investigate potential unintended 

harms and biases.  In doing so, it is possible that Musk has further exposed the platform 

to hostile manipulation and hampered detection. As evident from the Cambridge 

Analytica scandal, social-media companies have adopted an irresponsible business 

model, which is based not only on the combination of their addictive-by-design nature 

and the capability of collecting data about the users’ behaviors but also on the ability 

to target individuals with specific messages tailored to their personal predispositions 

can have significant impacts on the views and perceptions of swathes of society (Grasso 

2018). The use of AI is rising quickly, and it is important to underscore it is based on 

ethical practices and not allowed to run rampant to the detriment of vulnerable groups 

or minorities within society (Bakir 2020). 

Having decimated teams responsible for ensuring regulatory and legislative standards 

are met, a number of executives key to ensuring regulatory compliance and safe use of 

the platform resigned in protest, including chief information security officer Lea Kissner, 

chief privacy officer Damien Kieran and chief compliance officer Marianne Fogarty.  

In a note reportedly posted by an attorney for Twitter's privacy team on the company's 

Slack channel and later leaked to media organizations, they express that, "Elon has 

shown that his only priority with Twitter users is how to monetize them. I do not believe 

he cares about the human rights activists. the dissidents, our users in un-monetizable 

regions, and all the other users who have made Twitter the global town square you have 

all spent so long building, and we all love.” 

The loss of critical departments and their leads has resulted in reports that the remaining 

engineers themselves will now be held responsible for ensuring compliance with 

regulations. The basic expectation is that technical experts in computing algorithms and 

https://www.equalityhumanrights.com/sites/default/files/servicescode_0.pdf
https://twitter.com/JoanDeitchman/status/1588358419723227137
https://www.theverge.com/2022/11/10/23451198/twitter-ftc-elon-musk-lawyer-changes-fine-warning
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other practical digital engineering functions may be adequate to be responsible for 

ensuring compliance with both national and international standards as they pertain to 

such diverse matters as international human rights, privacy, accessibility, and market 

regulations is manifestly absurd.  

When challenged over this approach, the head of legal for Twitter (at the time of writing) 

reportedly responded, "Elon is willing to take on a huge amount of risk in relation to this 

company and its users, because ‘Elon puts rockets into space, he’s not afraid of the FTC." 

Recognizing the inherent difficulties individuals within the organization face, and the 

harms that may be evident resultant of the shift in regulatory burden from compliance 

and legal teams to technical engineers, the note recommends that individuals reach out 

through whistleblowing channels to report their concerns.  

And it is here that those of us with a vested interest in the practice of whistleblowing and 

unauthorized disclosures watch closely. It is an ask of ridiculous magnitude to expect an 

engineer who is possibly readily identifiable through the already slashed staffing 

number to act as the final safeguard and to curb the worst of Musk's instincts, however, 

this is the position in which we find ourselves.  

The harm faced by innocent users from preventable exploitation in the short and 

medium term is not difficult to see. It is not beyond the realms of possibility that before 

this comment is posted there will be reports of scammers setting up accounts pretending 

to be airline or corporate complaint and help departments, paying $8 for their blue tick 

verification, and tricking people out of their financial details or enough information so 

as to conduct identity fraud and spread misery. The widespread use of hostile 

information activities by actors such as the Russian state able to evade the tags 

previously placed on them as affiliated news organizations is quickly visible across the 

horizon.  

The academic literature surrounding whistleblowers frequently describes them as the 

most effective means to prevent and detect wrongdoing by an organization, and how 

to hold wrongdoers accountable (Miceli, Near 2005). It may be argued that such 

motives are frequently at the heart of disclosures (Grant 2002). However, the situation 

at Twitter presents us with a new problem.  

It is broadly accepted that corporate executives when covered by the veil of corporate 

personhood and separate corporate liability, and therefore subject to very limited 

circumstances of personal legal liability, will act with regard to the continued benefit of 

the organization, even if they would rather personally take an alternative course of 

action, as they have a vested interest in the continued existence and success of the 

company. Executives rely on the success of the corporation for their own continued 

livelihood, to continue to operate within that industry, to provide for their families, and 

https://www.theverge.com/2022/11/10/23451198/twitter-ftc-elon-musk-lawyer-changes-fine-warning
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to protect their own investments, as well as not wishing to be seen as the reason for a 

company's failures. However, this may not be the case with Musk.  

It must be asked, what if the head of an organization subject to forms of specific 

regulation simply pays enforcement bodies no heed and cares not if the whole ship is 

brought down as a consequence? What if, as may be the case here, Musk is simply so 

wealthy that the risk of losing $44 billion of his own and investors' capital does not act 

as a constraint on his actions or reign in his worst impulses and in reality, affects his life 

in no meaningful way? What if he does not intend to continue to operate within the 

social media sector so cares not how he is viewed by others or if he is banned from 

operating within similar companies? It is often said that reputational risk acts as a 

significant behavioral constraint, but what if Musk is perceived to be simply so successful 

in other ventures that killing a global platform such as Twitter does not pose any real 

risk of harm? Musk has not attempted to hide his actions nor taken steps we are aware 

of to prevent detection of what he is doing, and it would appear that he is fully aware 

of the potential for harm, fines, and intervention but simply continues unphased.  

As those of us with deep interests in compliance mechanisms, corporate governance, 

and disclosure provisions hold our breath and await the incoming and inevitable storm, 

it is yet to be seen what, if any, difference potential whistleblowers will or can make in 

protecting us from Musk's willful negligence. If whistleblowers raise the alarm, but 

regulators and enforcement bodies are either unwilling or unable to act until harm has 

occurred, it raises the question, what is the point of the disclosure, and why should they 

place themselves at risk of retaliation? While the EU Commission warns that Twitter 

must ‘fly by our rules’, it remains to be seen what proactive enforcement measures are 

being taken to ensure compliance before harm is evident.    

But one thing is for certain unless there are individuals within the organization willing 

to stand up to Musk and speak truth to power and make regulators aware of potential 

significant harms before they arise, then we must reassess what actual and meaningful 

proactive safeguards society has against the extremely wealthy actors who have no 

regards for ethical responsibilities and preventable harms.  
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